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1. Introduction.

1.1. GRMS Overview.

The GridLab [3] Resource Management System (GRMS) is an open source meta-scheduling
system, developed under the GridLab IST-2001-32133 project, which allows developers to
build and deploy resource management systems for large scale distributed computing
infrastructures. The GRMS, based on dynamic resource selection, mapping and advanced
scheduling methodology, combined with feedback control architecture, deals with dynamic
Grid environment and resource management challenges, e.g. load-balancing among clusters,
remote job control or file staging support. Therefore, the main goal of the GRMS is to manage
the whole process of remote job submission to various batch queuing systems, clusters or
resources. It has been designed as an independent core component for resource management
processes which can take advantage of various low-level Core Services and existing
technologies. Finaly, the GRMS can be considered as a robust system, which provides
abstraction of the complex grid infrastructure as well as a toolbox, which helps to form and
adapts to distributing computing environments.

The current release of the GRMS is based on the Globus 2.X and uses Globus Core Services

deployed on resources. The GRMS supports Grid Security Infrastructure by providing the

GSl-enabled web service interface for al clients, e.g. portals or applications, and thus can be

integrated with any other middleware grid environment. The GRMS has been developed

entirely in Java and thus could be installed on many different kinds of operating systems and
resources. One of the main assumptions for the GRMS is to perform remote jobs control and
management in the way that satisfies Users (Job Owners) and their applications requirements.

All users requirements are expressed within XML-based resource specification documents

and sent to the GRM S as SOAP requests over GSI transport layer connections.

Simultaneously, Resource Administrators (Resource Owners) have full control over resources

on which all jobs and operations will be performed by appropriate GRMS setup and

installation. Note, that the GRMS together with Core Services reduces operational and
integration costs for Administrators by enabling grid deployment across previously
incompatible cluster and resources.

The current release of the GRM S (v1.9) allows Users to use the following functionalities:

1) ability to choose dynamically the best available resource or queuing system for the remote
job execution according to provided Job Description, GRMS configuration and
Administrator preferences,

2) ability to stage-in and stage-out files (input files, output files, stdin, stdout, stderr)
required by jobs and users before and after executions according to provided Job
Description,

3) ability to setup environments before and after job execution according to provided Job
Description,

4) ability to submit and control ajob remotely,

5) ability to cancel ajob,
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6) ability to get acomplex information about the job,
7) ability to get acomplex information about the history of the job,
8) ahility to check alist of candidate resources for job and its Job Description,
9) ability to check alist of jobs submitted by an application user,
10) ability to deal with projects as a groups of jobs,
11) to receive the notification, when the statuses of the job or the request have changed.
Moreover, due to a specific interface for registration of applications in the GRMS, more
complex and more dynamic application scenarios are supported now. This functionality is
available for all applications, in particular GAT enabled applications [2], which are able to
register callback information in the GRMS and then wait for a checkpoint GRMS's call. Once
the GRMS's call is received by application a process of checkpointing begins. In this case, it
is an application-level checkpoint in which the application is obliged to store all information
required for restart in one or more checkpoint files (described aso in Job Description).
Therefore, we have listed below two additiona functionalities of the GRMS:

ability to register callback information in the GRMS,

ability to migrate ajob to a better resource according to provided Job Description.

1.2. Requirements for the GRMS version 1.9

All requirements for the GRMS are specified in the Technical Specification Document [1].
However, the functionality of the current release of the GRMS is limited to the
aforementioned list and fulfills the following requirements :
- to act in behalf of users on resources and meet application requirements concerning
resources and their environment,
to run and control precompiled batch jobs remotely,
to run and control precompiled MPI batch jobs remotely,
to run Java applications remotely,
to register applications and receive unique JOB IDs,
to checkpoint applications remotely,
to migrate applications remotely,
to store al historic information about job statuses and resources which have been used
during ajob submission process,
to contact the Information Service to receive static and dynamic information about
resources,
to register GRM S in an Information Service,
to contact an Adaptive Components Service to get additional information about distributed
resources and networks,
to stage-in and stage-out files required by jobs before and after executions using Core
Services (GridFTP/GASS/FTP) or GridLab Middleware Services (Replica Catalog Service
and Data Movement Service).
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1.3. Architecture of the GRMS

The current release of the GRM S is composed of the following modules (Fig. 1):

Broker Module
Steering process of job submission
Choosing the best resources for job execution (scheduling agorithm)
Transfering input and output files for job's executable

Resource Discovery Module
Finding resources that fulfills requirements described in Job Description
Providing information about resources, required for job scheduling

Job Manager Module
Checking status of running job
Canceling running job
Monitoring for status changes of running job

Job Registry Module
Stroring information concerning job execution
Serves information about th job

Job Queue

Providing internal job queueing
Providing ability to implement different queue management algorithms

Internal
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Fig. 1IGRMS Architecture

The am of the Broker Module is to control the whole process of resource and job
management within the GRMS. This module steers a flow of requests to the GRMS and is
also responsible for an appropriate cooperation with other modules. In the current release of
the GRMS, the Broker Module contains basic scheduling and policy strategies: matchmaking
and multi-criteria matchmaking. Thefirst strategy is relatively simple but in fact very efficient
approach for managing resources on which the advanced reservation is not possible. The
second strategy allows more flexible and more accurate resource selections according to both
users and administrator’s requirements and preferences. These two strategies can be easily
modified as well as new scheduling and policy modules can be integrated with the Broker
Module.

The Job Manager Module is responsible for monitoring of job status changes within the
GRMS and then storing information in a database together with many additional parameters
(including resource requirements of jobs, user names, job Ids, submission times, pending
times, execution times, jobmanagers to which jobs were submitted, history of migration if
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jobs have been migrated, etc). Due to an importance of historic information, especialy in
multi site or large scale resource management systems, the GRM S provides the interface for
users and administrator to receive information about past GRMS actives. The access to
historic information can be considered as a feedback to the Broker Module and allows
developers to implement new dynamic scheduling approaches and policies within the GRMS,
e.g. prediction based schedulers or fair-sharing. The tracking of historical resource utilization
for all users results in the ability to modify job priorities, ensuring a balance appropriate
access, and optimizing administrator criteria (e.g. job throughput or turnaround time).

The Resource Discovery Module monitors a status of distributed resources and therefore uses
aflexible hierarchical access to both central and local information services. This module uses
various techniques to discover and get an efficient access to up-to-date and accurate (both
static and dynamic) information about jobs and resources. The goal of the Resource
Discovery Module it to deliver all information in a form and in time required by the Broker
Module and its scheduling and policy strategies. Also to this module new extending
techniques can be applied, (e.g. indexing or caching) to speed up aflow of information.

1.3.1 GRMS Service and Core Services

The GRMS has been designed as a core resource management system independently on
technologies and underlying Core Services. However, from the implementation point of view,
we had to choose some uniform and scalable mechanisms for naming, locating and allocation
computational and communication resources in distributed environment (see Fig. 1).
Therefore, the GRMS version 1.9 isusing a set of relatively stable Core Services taken from
the Globus 3.2-preWs [4]. Using the Java CoG Kit version 1.2 [5] and APIs to these Core
Services, the GRMS is able to perform remote job submission actions through the GRAM
Service and staging/transfer files through GridFTP/GASS/FTP Services. As it was presented
in the previous chapter, the GRMS uses a hierarchical access to GRIS/GIIS information
services and thus receives static and dynamic information about jobs and resources. Note, that
all Core Services taken from the Globus are essential for the GRMS and have to be deployed
and setup appropriately before you start using the GRMS.

It is worth to mention here that within the GridLab project we have been developing also
some useful Core Services, e.g. Mercury monitoring system, which basically extend the
functionality of GRIS/GIIS services by adding more dynamic information about resources.
The last but not least core service is a database to which the GRM S connects using the JDBC
bridge.

1.3.2 GRMS Service and other GridLab Middleware Services

Middleware developers want to have control over al aspects of the grid environment. Thisis
especialy true for resource and data management, security issues, interfaces to resources and
networks, communications, and so on. Thus, within the GridLab project we have been
developing useful middleware services for replica management, data and file transfer, etc. in
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addition to the GRMS. Each of these middleware services is also using various Core Services
and thus abstract the complexity of underlying technologies and solutions. The current release
of the GRMS allow users to integrate it with at least three GridLab Middleware Services:
Replica Management, File Movement and Adpative Components (). Consequently, all these
services working together provide a consistent, adaptive and robust grid middleware layer
which covers and fits dynamically to many different distributing computing infrastructures.

Note, that all the GridLab Middleware Services are integrated together by using Grid Security
Infrastructure and Web Service APIs. Therefore, each middleware service provides a specific
functionalities which can be exploited by other services (see the chapter 1.5 and the GridLab
Migration Scenario).

1.3.21 Integration with Replica Management and File M ovement Services

In order to perform job management remotely the GRMS has to stage-in and stage-out files
(input files, output files, stdin, stdout, stderr) required by jobs and users before and after
executions in a very efficient way. To deal with these issues the GRMS is able to use Core
Services taken from Globus GridFTP/GASS/FTP and also use data management GridLab
middleware services, namely Replica Management and File Movement [6]. The idea of
collaboration with these two middleware services is to use more abstract operations on data
and logical files rather then deals with physical file locations and low level data operations.
The whole process of data management, mapping between logical and physical files, virtua
collections and directories as well as fault tolerant data movement and file transfer are
performed internally in these two services. The current release of the GRMS uses two basic
functions invoking their Web Service interfaces, file and data movement for staging process
and conversion between logical collection files and their physical locations. To start using
these middleware services together with the GRMS we assume that they are appropriately
deployed in a computing environment (see [6] for more technical details).

1.3.22 Integration with Adaptive Services

In addition to basic information services taken from the Globus 3.2-préWS within the
GridLab project we have been developing a set of adaptive components which collect and
analyze dynamic information about distributed resources and network statuses. The GRMS as
aclient to the Adaptive Serviceis able to read results of some basic performance-prediction
models concerning network bandwidth, capacity and latency among distributing resources.
Currently, we are working on some scenarios which alow the GRM S to use analyses of the
availability of CPU/memory of resources as well as various queuing system conditions. All
these information taken by the GRM S from Adaptive Service improves basicaly the quality
of knowledge about the whole infrastructure which is managed by the GRMS (see [7] for
more technical details concerning GridLab Adpative Services).
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1.4. Technical Details of Release.

The release of GRM S consists of two main componets:

- GRMS Sevice: GSI enabled web service that providesinterface for GRMS clients

- Broker Service: GRMS engine provides functionality of GRMS

The motivation for introducing that two elemnents is to seperate access layer technology
from logic layer in development process. It gives more flexibility and eases testing
procedures. The only disadvantage of that solution islittle overhead for RMI communication.

GRMS Broker Service
i <+—> Service <4 ; —l DB
Clien (Web Service) (RMI Service)

Fig. 2 Release technical details
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2. GRMSWeh Servicelnterface

2.1. Overview

GRMS Service is a web service written in java and running on a java based hosting
environment. The hosting environment consists of Tomcat, which is the serviet container
and tha Apache Axis, which is a SOAP ("Simple Object Access Protocol”) engine. The
hosting environment allows access to the service's interface via the standard Web Services
Definition Language (WSDL). The communication between the service and clients is done by
GSl-enabled HTTP-based protocol called “httpg” implementing transport-level security
introduced by Globus Community. The protocol is essentially equivalent to to the “https’ one,
but additionally it supports delegation of credentials. To provide the transport-level security
the part of GT3-core was used.

2.2. Requirements

Globus Toolkit 3.0.2 Core or 3.2.1 from:
http://www-unix.globus.org/tool kit/download.html
Tomcat (the recommended version is 4.1.30).from:
http://www.apache.org/dist/jakarta/tomcat-4/
JDK 1.4.2 from: http://java.sun.com/j2se/1.4.2
Thereis aknown bug connected with OGSA stuff (used in GRM S to provide

Transport Level Security for SOAP communication) and new versions of Java starting
from SUN JDK 1.4.2 05. It is caused by the fact that these new versions of JRE have
bundled a newer version of Xalan, which made an originaly public variable private,
and the Apache XML Security library used by OGSA isincorrectly accessing it. This
cause that service code breaks with following exception

java.lang. 11| egal AccessError: org.apache.xm .security.lnit tried to
access field org/apache/ xpath/ conpil er/ Functi onTabl e. m functions from
cl ass at org.apache.xm .security.Init.init(Unknown Source)

A workarounds are either to use SUN JDK 1.4.2 04, IBM JDK 1.4.1 or put xalan.jar

from ogsa or taken from http://xml.apache.org/xalan-j/ to

$IAVA_HOME/jre/lib/endorsed/ and <tomcat-root>/common/endorsed

For more details please see:
http://issues.apache.org/bugzilla/show_bug.cgi?d=30764
http://www-unix.globus.org/mail_archive/discuss/2004/09/msg00017.html

MyProxy server from:http://www.ncsa.uiuc.edu/Divisions/ ACES/MyProxy/

AXIS, GSlI-plugin, CoG and SSL are included in GT3, so there is no need to download them
separately.
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2.3. Installation of required components

2.3.1. Tomcat installation and configuration

1) Install the tomcat

2) Deploy axis and GSI-plugin performing following set of commands:
nmkdir -p <tontat-root>/ webapps/axi s/ VEB-INF/Iib
nmkdi r <t ontat - r oot >/ webapps/ axi s/ VVEB- | NF/ cl asses

a) for ogsa 3.0.2 please do

cp <ogsa-3.0.2>/tontat/comon/lib/* <tontat-root>/conmon/lib/
cp <ogsa-3.0.2>/toncat/server/lib/cog-tontat.jar <tonctat-
root >/ server/lib/

cp <ogsa-3.0.2>/1ib/ogsa.jar <tontat-root>/ webapps/axis/VEB-INF/1ib/
cp <ogsa-3.0.2>/1ib/cog-axis.jar <tonctat-root>/ webapps/axis/VEB-I1NF/Iib/
cp <ogsa-3.0.2>/1ib/axis.jar <tontat-root>/ webapps/axis/WEB-INF/1ib/
cp <ogsa-3.0.2>/1ib/wsdl 4j.jar <tontat-root>/ webapps/axi s/ WEB-I1NF/Ii b/
cp <ogsa-3.0.2>/1ib/xm sec.|ar <tontat-root>/ webapps/axi s/ WEB-1NF/Ii b/
cp <ogsa-3.0.2>/ webapps/ ogsal/ VEEB- | NF/ web. xm <t ontat -

r oot >/ webapps/ axi s/ V\EB- | NF/

b) for ogsa 3.2.1 please do:

cp <ogsa-3.2.1>/1ibl/ogsa.jar <tontat-root>/ webapps/axis/WEB-INF/Iib/
cp <ogsa-3.2.1>/1ib/cog-axis.jar <tonctat-root>/ webapps/axis/VEB-I1NF/Iib/
cp <ogsa-3.2.1>/1ibl/laxis.jar <tontat-root>/ webapps/axis/WEB-INF/Iib/
cp <ogsa-3.2.1>/1ib/wsdl4j.jar <tontat-root>/ webapps/axis/WEB-I1NF/I|i b/
cp <ogsa-3.2.1>/1ib/xm sec.jar <tontat-root>/ webapps/axis/\VWEB-I1NF/1ib/
cp <ogsa-3.2.1>/1ibl/cog-jglobus.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/libl/puretls.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/libl/lcryptix32.jar <tontat-root>/conmmon/lib

cp <ogsa-3.2.1>/lib/cryptix-asnl.jar <tontat-root>/comon/lib

cp <ogsa-3.2.1>/libl/cryptix.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/1lib/jce-jdk13-120.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/libl/jgss.jar <tontat-root>/comon/lib

cp <ogsa-3.2.1>/1ib/log4j-1.2.8.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/1ib/commons-1o0ggi ng.jar <tontat-root>/comon/lib

cp <ogsa-3.2.1>/1ib/conmons-discovery.jar <tontat-root>/common/lib

cp <ogsa-3.2.1>/lib/jaxrpc.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/lib/saaj.jar <tontat-root>/common/lib

cp <ogsa-3.2.1>/1ib/jaxp.jar <tontat-root>/comon/lib

cp <ogsa-3.2.1>/1ib/xm ParserAPls.jar <tontat-root>/conmon/lib

cp <ogsa-3.2.1>/1lib/xalan.jar <tontat-root>/comon/lib

cp <ogsa-3.2.1>/lib/cog-tontat.jar <tontat-root>/server/lib

cp <ogsa-3.2.1>/1ib/xalan.jar <tontat-root>/conmon/endorsed

cp <ogsa- 3. 2. 1>/ webapps/ ogsal/ VEEB- | NF/ web. xm <t ontat -

root>/mebab

ps/ axi s/ V\EB- | NF/

3) Configurethe Transport Level Security editing <tomcat_root>/conf/server.xml file:

Add GSI Connector in <Service name="Tomcat-Standalone"> section and update the

parameters appropriately with your local configuration:
<!-- Definea GSI HTTP/1.1 Connector on port 8443

Supported parameters include:
proxy I proxy file for server to use
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Il server certificate filein PEM format

/I unencrypted server key filein PEM format

/I directory location containing trusted CA certs
/I grid map file used for authorization of users
/[ 0" isoff and "1" and greater for more info

<Connector className="org.apache.catalina.connector.http.HttpConnector"
port="8443" minProcessors="5" maxProcessors="75"
enablel ookups="true" authenticate="true"
acceptCount="10" debug="1" scheme="httpg" secure="true">

<Factory

className="org.globus.tomcat.catalina.net. GS| Server SocketFactory"
proxy="d:\certs\x509up_u945"

cert="d:\certs\hostcert.pem"

key="d:\certs\hostkey.pem"

cacertdir="d:\certs\certs"

gridMap="d:\certs\gridmap"

debug="1"/>

</Connector>

For details see the comment above the connector definition.

Add GSI Valve in <Engine name="Standalone" ... > section:
<Valve className="org.globus.tomcat.catalina.valves.CertificatesValve" debug="1" />

Modify <tomcat_root>/bin/catalina.bat (on Windows) or
<tomcat_root>/bin/catalina.sh (on Unix/Linux) adding needed jarsto the
CLASSPATH

CLASSPATH="
CLASSPATH="
CLASSPATH="
CLASSPATH="
CLASSPATH="
CLASSPATH="

CLASSPATH="

or
CLASSPATH=

" $CLASSPATH" :

$CLASSPATH" : "
$CLASSPATH" : "
$CLASSPATH" : "
$CLASSPATH" : "
$CLASSPATH" : "
$CLASSPATH" : "

$CLASSPATH' : "

$CATALI NA_HOVE"/ bi n/ boot strap. j ar

$CATALI NA_HOVE/ conmon/ | i b/ cog-j gl obus. jar"
$CATALI NA_HOVE/ common/ | i b/ | og4j - core.jar"
$CATALI NA_HOVE/ conmon/ endor sed/ xercesl npl . jar"

$CATALI NA_HOVE/ conmron/ endor sed/ xm Par ser APl s. j ar™"

$CATALI NA_HOME/ common/ | i b/ puretls.jar”

$CATALI NA_HOVE/ common/ | i b/ j ce-jdk13-117.jar"

" $CATALI NA_HOVE/ common/ | i b/ j ce-j dk13-120.jar"

depending on version of ogsa package

CLASSPATH=" $CLASSPATH" : " $CATALI NA_HOVE/ common/ | i b/ crypti x32.j ar"

Internal
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CLASSPATH="$CLASSPATH" : " $CATALI NA_HOVE/ conmon/ | i b/ crypti x-asnl.jar"
CLASSPATH="$CLASSPATH" : " $CATALI NA_HOME/ common/ | i b/ crypti x.jar"
CLASSPATH="$CLASSPATH" : " $CATALI NA_HOME/ webapps/ axi s/ VEB- I NF/ | i b/ grms. j ar"

Optionally, in order to use the Mercury monitoring system, the following lines must be
added:
export LD_LI BRARY_PATH="$LD LI BRARY_PATH': <nercury-root>/lib

CLASSPATH="$CLASSPATH" : " $CATALI NA_HOME/ webapps/ axi s/ WEB- | NF/ | i b/ mercury-
consumer-2.3.1.jar"

CLASSPATH=" $CLASSPATH" : " $CATALI NA_HOME/ webapps/ axi s/ VEB- | NF/ | i b/ mer cury-
producer-2.3.1.jar"

2.3.2. Instaling and configuring MyProxy Server

Install and run MyProxy server following instruction provided on web page:
http://www.ncsa.uiuc.edu/Divisions/ACES/MyProxy/

2.4. Deploing GRMS Service

1) Copy 'grmsjar’, 'grms_interfacejar' and 'gl_services,jar' files from
$GRMS_L OCATION/lib to <tomcat-root>/webapps/axis’WEB-INF/lib/.

To build al needed jars please invoke following commandsin $GRMS _LOCATION
directory:

ant

ant -f build.interface.xm jar

Copy ‘castor.jar' from $3GRMS_L OCATION/jars/castor to <tomcat-
root>/webapps/axiWEB-INF/lib/.

If you also want to use MercuryL ogging please copy to the same location files 'mercury-
consumer-2.3.1.jar' and 'mercury-producer-2.3.1.jar' from
$GRMS LOCATION/jarggridlab

2) Copy thefile server-config.wsdd descriping configuration of hosting environment from
$GRMS L OCATION/etcto <tomcat-root>/webapps/axisWEB-INF

</ gl obal Confi gurati on>
<l-- GRVS GLOBAL PARAMETERS - ->
<par anet er name="GRVS_RM _TI MEQUT" val ue="300000"/ >

<par anet er nane="GRMS_FORCE_GC' val ue="fal se"/>
<l-- GRMS GLOBAL PARAMETERS (END OF SECTIQON)-->

</ gl obal Confi gurati on>
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<service nane="grns" provi der="java: RPC' style="rpc" use="encoded">
<par anet er nane="wsdl Tar get Nanespace" val ue="urn: grns"/>
<par anet er nane="wsdl Servi ceEl ement" val ue="grnsServi ce"/>
<par anet er nane="wsdl Servi cePort" val ue="grns"/>
<par anet er name="cl assNanme" val ue="grms. gl _servi ces. grns. st ub. G nsSoapBi ndi ngSkel et on"/ >
<par anet er name="wsdl Port Type" val ue="grns"/>
<par anet er nanme="al | onedMet hods" val ue="*"/>

<par anet er name="nmyproxy. host" val ue="MYPROXY_HOST"/ >

<par anet er nane="nyproxy. port" val ue="MYPROXY_PORT"/ >

<par anet er nane="nyproxy.lifetime" val ue="669600"/>

<par anet er nane="nyproxy. del egate" val ue="true"/>

<par anet er nane="nyproxy. passwd" val ue="PASSWORD"/ >

<par anmet er name="servi ce. GAS. | ocation.find" val ue="fal se"/>

<par anet er nane="servi ce. GAS. nane" val ue="GAS"/ >

<par anet er nane="servi ce. GAS. | ocati on" val ue="GAS_LOCATI ON'/ >
<par anet er nane="service. GAS. aut hori ze" val ue="true"/>

<par anet er nane="service.igrid.location" value="1GRl D_LOCATI ON'/>
<par aneter name="rmregistry. keep.interfaces" value="true"/>

<par aneter name="rmregistry.host.0" val ue="BROKER HOST"/>

<par aneter nane="rniregistry.port.0" val ue="BROKER PORT"/>

<par anmet er name="rm registry.nane. 0" val ue="BROKER _NAME'/ >
<paranet er name="rmregistry.tinmeout.0" val ue="TI MEQUT"/ >

<par anet er name="service. get_interfaces" value="true"/>

<par anet er nane="service. versi on" val ue="GRM5 Service version 1.9.6"/>
<par anet er nanme="servi ce. debug" val ue="true"/>

<par anet er name="servi ce. anonynous_cal | s" val ue="fal se"/>
<par amet er name="anonynous. nyproxy.user" val ue="anonynous"/ >

<par anet er nane="service.cert" value="../certificate/grmscert.peni/>
<par anet er name="servi ce. key" value="../certificate/grmskey.pent/>

<par anet er nane="service. proxy. update_tine" val ue="3600"/>

<par anet er nane="| ogger.conf.path" value="/grns/grns.|og4j"/>

<par anet er nane="| ogger. conf. name" val ue="grns. webservi ce. GRVMSSer vi ce"/ >
<par anet er nane="| ogger.conf. hi story. enabl e" val ue="true"/>

<par anet er nane="| ogger.conf. history.dir" val ue="/grms/history"/>

<par anet er nane="| ogger. conf. hi story. appender" val ue="Hl STORY"/ >

<par anet er name="nercury. | ogger. enabl e" val ue="true"/>

</ service>

Global configuration of all instances of GRMs service can be set in <global Configuration>

section. Following parameters can be set:

- GRMS RMI_TIMEOUT - value in miliseconds defining timeout for rmi connections
between webservice interface and broker-engine,

« GRMS FORCE_GC —bhoolean value defining if each request at the beginning will force
invocation of “garbage collector”.

The service must be configured using following properties:

- myproxy.host —host of myproxy-server,

- myproxy.port — port of myproxy-server

- myproxy.lifetime — lifetime of delegated to myproxy-server proxy

- myproxy.delegate — determines if the service should delegate user proxy to myproxy-
service. Useful for testing.

« myproxy.passwd — password to user proxy on myproxy server. Myproxy user is equal to
user's DN. This properties must be egal to correcponding one in /etc/config.prop
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service.GAS.location.find —if this property is set to “true”. GRMStriesto find GAS
location using iGrid. It assumes that GAS isregisterd under service.GAS.name name and
theiGrid location is service.igrid.location. Dafault value of service. GAS.location.find is
false.

service.GAS.name — name of the GAS in iGrid service.

service.GAS.location — adress of authorization service, if this property isempty the
information service will be used to determine the location of the GAS,
service.GAS.authorize — deterimeif the user request will be authorized by GAS,

service.igrid.location — adress of information service (iGrid),

rmiregistry.host.0 — host of the rmiregistry where the broker interface is registered— must
be the same host where the grms engine was started

rmiregistry.port.0 — port of the rmiregistry, must correspond to the “common.rmi.port”
property in $SGRMS_L OCATION/etc/config.prop,

rmiregistry.name.0 — name of the broker interface in remiregistry, must correspond to the
“common.factory.interface” property in $GRMS_L OCATION/etc/config.prop,
rmiregistry.timeout.0 — timeout for rmi connections.

Grms (Web Service) is able to dispatch requests to many brokers using “round Robin”
algorithm to define please add next rmi interface properties incrementing the number at the
end of proprties names (for example rmiregistry.host.1)

rmiregistry.keep.interfaces— defines if RMI broker interfaces will be taken from rmi
registry for every request or will be “remembered” on service side. Defult valueis “true”.

service.get_interfaces — determineif the service will try to get broker interfaces. Useful
for testing.

service.version — version string displayed by getServiceDescription method,
service.debug — in case of unexpected problem determines if the debug information should
be added to the standard response,

service.anonymous_calls— definesif requests using pure http protocol instad of httpg one
are acceptable. Default value is“false”.

anonymous.myproxy.user — defines the myproxy-server user name which will be used for
anonymous calls

service.cert — path to the file containing service certificate,

service.key — path to the file containing service key,

service.proxy — path to the file containing service proxy. If the service.proxy property is
set service.cert and service.key properties are not taken into consideration.
service.proxy.update time—the proxy used by service s refreshed when its remianing
life timein seconds is smaller then value of this property.
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logger .conf.path — location of file describing configuration of logging system (log4)
logger .conf.name — name of the logger dedicated for the instance of service

logger .conf.history.enable — this propery determines whether the service should store all
reguests concering the same job in a separate file in “logger.conf.history.dir” directory
(related to the axis/WEB-INF path)

logger .conf.history.dir — directory where the history of job requests will be stored
logger .conf.history.appender — name of the appender which will be used for logging
historical information. The appender hasto be of “FileAppender” type.

mer cury.logger .enable — defines if 1ogging information should be also logged in
MercuryLogging service. This functionality requiresinstalled mercury service.

3) Add the contents of the $GRMS_LOCATION/etc/rmi.policy file at the end of
<tomcat_root>/conf/catalina.policy file.

2.5. Starting the GRMS Service

1) Start the tomcat executing <tomcat_root>/bin/startup.sh or startup.bat with -security
option.
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3. Broker Service.

3.1. Overview.

Broker Serviceis an engine od GRMS. It isimplemented in Java, and can be accessed
through RMI interface.

3.2. Requirements.
Java COG Kit
Postgress (the recommended version 7.3.2) from:
WWW.postgres.org
JDK 1.4.2 from http://java.sun.com/j2se/1.4.2
MyProxy server from http://www.ncsa.uiuc.edu/Divisions/ ACES/MyProxy/

3.3. Instalation of required components.

3.3.1. PostgreSQL installation and configuration.

1) Install the postgesql,

2) Configure postgres to allow TCP connections,
Please read a postgres documentation to find the most suitable for you authorization
method. The ssimplest, but not recommended because of security aspects, method is
presented below:

uncomment out or add following linesin /var/lib/pgsgl/data/pg_hba.conf file

# TYPE DATABASE USER | P- ADDRESS | P- MASK METHOD
| ocal al | al | trust
host al | al | 127.0.0.1 255. 255. 255. 255 trust

3) Modify /etc/init.d/postgresgl adding “-i” to the options of pg_ctl

su -1 postgres -s /bin/sh -c "/usr/bin/pg_ctl -D $PGDATA -p /usr/bin/postnaster -o
"-i -p ${PGPORT}' start > /dev/null 2>&1" < /dev/null

4) Asapostgres administrator create user and database needed for GRMS
# dropuser grns-devel
# createuser grns-devel

# dropdb grns-devel jobreg
# createdb -O grns-devel -Wgrns-devel jobreg
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# dropdb grns-devel _queue
# createdb -O grns-devel -Wgrns-devel queue

5)Login to the postgres and create tabl es needed for GRVB
# psql -d grns-devel jobreg -U grns-devel -W
# \i <grns_root>/etc/jobreg create.sql

# psql -d grns-devel queue -U grns-devel -W
# \i <grns_root>/etc/queue_create. sql

6) Please increase postmaster's limit on how many concurrent backend processes it can start.
http://www.postgresgl.org/files/documentati on/faqs/ FAQ.html#3.5
http://jamesthornton.com/postgres/FA Q/fag-english.html#3.8

3.4. Configuring Broker Service

3.4.1. Instalation

1) Download software from GridLab WP9 web page: http://www.gridlab.org
2) After unpacking there is following directory structurein $SGRMS_LOCATION:
bin/ - scripts
etc/ - directory containing configuration files
src/ - sources directory
classed - classes directory
lib/ - Broker Servicejar files
jars/ - required external software jars directory
doc/ - javadoc directory

3) Run "ant allgrmsengine' to build Broker Service.

3.4.2. Configuaration

Configuration files located in $GRMS_LOCATION/etc directory:

- create.sql: script that can be used for creating database tables for job registering
- jobreg_database.xml, jobreg_mapping.xml: Job Registry database acces configuration files
- queue_database.xml, queue_mapping.xml: Job Queue database configuration files.
- grms_schema.xsd: job describtion schema

- resdisc.conf: Resource Discovery module configuration — contains a list of records

describing available grid information serivices which should be quieried in order to
provide the most up to date information required for the job scheduling
- rmi.policy: RMI access configuration
- logdj.properties — properties for log4j logging
— errors.prop: error description strings
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- sates.prop: States and Request States strings
- config.prop: Broker Service configuration properties

Configuration of Broker Serviceitself ismainly locatef in ‘config.prop’ file. It consists of
grouped properties which are loaded at service startup:

Common Settings:

common. nypr oxy. host
Name of host with MyProxy Server running

conmmon. mypr oxy. port
Default '7512'. Port of MyProxy Server.

conmon. nyproxy. lifetinme
Lifetime of credentials put/get to MyProxy Server

conmon. servi cecert
Path to certificate file for GRMS

common. servi cekey
Path to key filefor GRMS

common. port Range
Port range used by the COG kit

common. gri df t pPor t
Default '2811". GridFTP port used to conntact GridFtp server.

common. gassPort
Default port of GAAS service

common. gl obus. debugl evel
Debugg level for COG kit

common. gri dl ab. replicalLocation
Location (url) for Replica Catalog System — developed in GridLab project by WP8

comon. gri dl ab. novenent Locati on
Location (url) for File Transfer System - developed in GridLab project by WP8

comon. gri dl ab. gasLocati on
Location (url) of Grid Authorization Service — developed in GridLab project by WP6

common. gri dl ab. adapti veLocati on
Location (url) of Adaptive Components Service — developed in GridLab project by WP7
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comon. gri dl ab. t est bedLocati on
Location (url) of Testbed Sevice used in GridLab instead of GIIS server.

conmmon. rnm . codebase
Location of Broker Sevice RMI stub

conmon. rm . pol i cy
Location of 'rmi.policy’ file

common. factory.interface
Name of Broker Service interface bound to RMI registry

conmon. r m . port
RMI registry port

Broker Module:

br oker . enabl e. gasFi | eAut hori zati on
Default 'no'. Set 'yes to use GAS Service to authorize some file transfer operations.
Remarks: prototype solution

br oker. enabl e. notification
Default 'no'. Set 'yes to send notifications after job status changes

br oker. enabl e.fil eTransfer Service
Default 'no'. Set 'yes to use Data Trasfer Service (Gridlab WP8) for transfering files.

br oker. envConfigFil e

Name of file with machine specific environment variables which is downloaded from each
machine and used to set environment variables for applications, and for some job Description
variables replacement.

br oker . envConfigVvalid
Timeto live of cached environment variables files (in ms)

br oker. set Gi dl abConf Env
Default 'no'. Set 'yes to set environment vatiables from configuration file stored on machine.

br oker. repl aceLocati ons
Default 'no'. Set 'yes to replace Job Description variables with information from environment
files.

br oker . useConfFi |l e
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Default 'no'. Set 'yes to use information from environment file to replace variablesin Job
Description.

br oker . appCheckpoi nt

Default 'yes. Denotes if applications are checkpoitnable (implement known checkpiont
interface). Setting 'no’ means that after migration call application should be canceled, and then
migrated (using periodically generated checkpiont files).

Remarks:Property will be removed soon — information will go to Job Description.

br oker.j obsdir
Path to temporal Broker directory

br oker . renoveWr ki ngDi r
Default 'yes. Set 'no’ if you do not want to remove working directory after job is finished

br oker. copyExecFil e
Default 'no'. Set 'yes if to copy executable file described as lacal file to working directory of
job execution.

br oker . cast or. debug
Sets (true) debug mode for Castor classes

br oker . preferences. wei ght Load
Weight assign to machine load by scheduling algotithm

br oker . pref erences. wei ght Menory
Weight assign to machine memory by scheduling algotithm

br oker . pr ef erences. wei ght CPUSpeed
Weight assign to machine cpu performance by scheduling algotithm

br oker . pref erences. wei ght CPUCount
Weight assign to machine number of cpus by scheduling agotithm

br oker . keepJobl nQueue
Default 'no'.

br oker . advancedScenari o
Default 'no'

Queue

gueue. mappi ng_file
L ocation fo database mapping file for Job Queue.
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gueue. dat abase_file
L ocation of file database configuration file for Job Queue

gueue. dat abase_nane
Name of Queue database.

queue.initclear
Default 'yes. Clears Queue at service startup.

Other properties:

br oker . nodul enane
Name of Broker Module used by log4j (default Broker)

resdi sc. nodul enane
Name of Resource Discovery Module used by log4j (default ResDisc)

j obnmon. nodul enane
Name of Job Manager Module used by log4j (default JobMon)

server. nodul enane
Name of Server Module used by log4j (default Server)

j obRepository.tiner. period
The time period in miliseconds between checking for unused information, which can be
removed from casche (default: 30000)

j obRepository.tiner.tineout
Time in miliseconds after which the unused information is removed from cache repository
(default: 100000)

j obRepository. mapping file
L ocation of database mapping file for Job Registry.

j obReposi tory. dat abase file
L ocation of file database configuration file for Job Registry.

j obReposi t ory. dat abase_nane
Name of Job Registry database.

Resour ce Discovery Module configuration file:

The Resource Discovery module is configured by means of special configuration file. The
module tries to find that file in location pointed by the value of ‘resdisc.configfile’ property
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defined in file ./etc/config.prop. If that property is not defined then the module tries to find its
configuration in the file ./etc/resdisc.conf. The configuration file consists of sections, which
describe available information service. Each section describes one information service. Every
information service should be defined by record of the following format:

[ backup] | NDEX servi ceNane

{
TYPE=[i &i d| Pur eMDS| CachedMDS]
[ di sabl e=[ yes| no] ]
configurationPropertyl = val uel
configurationProperty2 = val ue2
confi gurationPropertyN = val ueN
}

Any line starting with ‘# sign is treated as a comment and ignored. White spaces around
values are truncated.

If the optional keyword 'backup' is used, the service will be considered a primary service.
Otherwise the service will be considered backup service and it will be used only if querying
other primary services failed.

The service Name may be arbitrary chosen and has no significant meaning for the way the
modul e operates. It is mainly used by the logging facility.

Every INDEX record contains a list of its specific properties. Every INDEX record may
contain ‘disable’ property. If itsvalueisset to ‘yes' the record will be ignored.

The property “TYPE” has a specia meaning and every INDEX record must define if. The
value of that property defines the type of information service and thus, the type of information
provider, which should be to query that service. The type determines al the other properties,
which must (or may) be defined in the record. Below is the list of available types with
description of its specific properties:

1. PureMDS — defines standard Globus MDS information service. For that type a
simple LDAP querying will be performed with only some basic caching facility.
The following attributes are valid for that type:

a) HOST —ishost name on which Globus GIISisrunnig

b) PORT —the Globus GIIS port

c) BASEDN—the DN of GIIS

d) LDAPTiI meout — defines timeout for LDAP single search operation
performed in GIIS server. Value of “0” means that there is no timeout
and search operations will wait indefinitely. The value is a string
representation of a decimal number of seconds.
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€) LDAPBat chSi ze — defines the batch size property for LDAP context
for GIIS query operation. Changing value of this property affects the
performance of the module. The value is a string representation of a
decimal integer.

f) ohgLDAPTI nmeout , ohqLDAPBat chSi ze -  same as
LDAPTi meout and LDAPBat chSi ze but these two are applied when
query is performed for a single resource specified by user in host
description and for queries performed in GRIS servers.

g) | ocal CacheDi r —this property contains a path pointing to a directory
where Resource Discovery module shall saveits cachefiles.

h) cacheTTL —cachetimeto live in seconds.

Example:
| NDEX | ocal MDS

{
TYPE=Pur eMDS
HOST=I ocal host
PORT=2135
BASEDN="nds- vo- nane=l ocal , o=grid"
di sable = no
LDAPTI meout = 140
LDAPBat chSi ze = 0
ohgLDAPTiI meout = 102
ohgLDAPBat chSi ze = 53
i gnoreCachel fLessThan = 1
cacheTTL=3600

2. CachedMDS — defines an information provide which gets host specific information
from standard Globus GRIS servers, but instead the Globus GIIS as a indexing
service, the Gridlab TestBed webservice or local file is used. Moreover information
provider of that type will use some more advanced caching methods. The following
attributes are valid for that type:

a) Primaryl ndex = [W5| fil e] Thisoption specifies whether the list
of resources available in grid environment should be retrieved from
Gridlab TestBed webservice (W5) or read from local file (fil e). The
local file path is specified by Host Li st Fi | e property.

b) Secondaryl ndex = [W5| fil e] Thisoption specifies what index
should be used if getting resource list from primary index failed. In the
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current version this option is used only when it is set to fil e and
Pri maryl ndex isset to W5.

c) HostListFile = [index file path] Thisoption definesthe
localization of file containing the list of hostnames of available
resources. Every linein that file should contain one host name.

d) UseAddi ti veCache = [yes]| no] If thisoption is enabled then in
case user requests for host which has not been stored in cache so far then
the GRIS on that host will be queried directly and if valid results are
returned then the host will be added to cache.

e) UseTransitiveCache = [yes| no] If thisoption is set to yes
then the hosts for which information has been cached in past but cannot
be obtained during the latest cache rebuild process, will be kept in new
cache, but no more than MaxCacheAge times.

f) MaxCacheAge = [i ntegr val ue]

g) | ocal CacheDi r asdescribed above

h) cacheTTL asdescribed above

Example:
| NDEX gridl ab. org

{

TYPE=CachedMDS
Pri maryl ndex=W5
Secondar yl ndex=file

| ndexWs=httpg://loni.ics.nmuni.cz: 30443/ axi s/ serv
i ces/ Test bedSt at us

di sabl e = no
useHost sLi st = yes
HostsListFile = ./etc/ hosts. conf

useTest bedWs = yes
useAddi ti veCache = yes
useTransiti veCache = yes
maxCacheAge = 3

MPI onl y=f al se

}cacheTTL = 7200

3. iGrid — the GridLab iGrid information provider. The following attributes are valid
for that type:
a) i St or e definesthe address of the iStrore service
b) usel St or eFi | e=[ yes| no] defines whether the i St or eFi | e shall be
used instead of direct querying the iServe service.

Internal 25/31



IIEII "GRMSvV.1.9.6 - Apministator Guipe"

GridLab

c) i St or eFi | e definesthelocation of file containing saved iStore results
d) Def aul t IMC, defaul t IMZt ype defines the jobmanager contact address
and type which shall be faked in case of a resource doesn't specify any

jobmanager
Example:
| NDEX G.abl St ore
{
TYPE=Ii Gid

i Store=httpg://nds.gridlab.org: 19000

di sable = no

usel StoreFile = no

i StoreFile = ./var/igrid/gridlab_11j an2005. xm
defaul t JIMC = "j obmanager"

defaul t IMCtype = "fork"

}

In the configuration file may be defined one special section. It is called “GLOBAL” section
and has the following format:

GLOBAL
{

configurationPropertyl val uel
configurationProperty2 = val ue2

configurationPropertyN = val ueN

}

All properties defined within GLOBAL section will be applied to all INDEX sections, but
GLOBAL properties will not overwrite local properties which have been already defined in
INDEX sections. In other words, the GLOBAL section defines the defaults for given
properties.
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3.5. Starting Broker Service

1) Run Broker Service using starting script
# cd $GRVS_LOCATI ON
# ./bin/grns.sh&

3.6. Stopping Broker Service

1) Stop Broker Service using script:
# cd $GRVS_LOCATI ON
# ./bin/stop_grns.sh&
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4. Command-Line Client.

4.1. Overview.

Simple command-line client is provided with GRM S release. It can be used for testing
purposes. For more details concerning usage of Grms and functionality of command line
clinet please see: Grms User Guide.

4.2. Requirements.

JDK 1.4.2 from http://java.sun.com/|2se/1.4.2
Thereis aknown bug connected with OGSA stuff (used in GRMS to provide
Transport Level Security for SOAP communication) and new versions of Java starting
from SUN JDK 1.4.2_05. It is caused by the fact that these new versions of JRE have
bundled a newer version of Xaan, which made an originaly public variable private,
and the Apache XML Security library used by OGSA isincorrectly accessing it. This
cause that service code breaks with following exception

java.lang. ||l egal AccessError: org.apache.xm .security.Init tried to
access field org/apachel/ xpat h/ conpi |l er/ Functi onTabl e. m functions from
cl ass at org.apache.xm .security.Init.init(Unknown Source)

A workarounds are either to use SUN JDK 1.4.2 04, IBM JDK 1.4.1 or put xalan.jar
from ogsa or taken from http://xml.apache.org/xalan-j/ to
$IAVA_HOME/jre/lib/endorsed/

For more details please see:
http://issues.apache.org/bugzilla/show_bug.cgi?d=30764
http://www-unix.globus.org/mail_archive/discuss/2004/09/msg00017.html

Other needed tools and libraries are delivered with release

4.3. Installation and configuaration of GRMS client

1) Unpack the GRMSv.1.9 release

2) Edit 5GRMS_LOCATION/bin/ws_client script

Please modify following linesif it is necessary:
GRMS_URL="httpg://ragel.man.poznan.pl:8543/axis/services/grms’
GRMS _DN="grms-dn"

GRMS _TIMEOUT=5

GRMS DELEG_TYPE=FULL

The GRMS_URL describes location of GRM S service.

The GRMS_DN describes the expected by the client distinguish name of the service. This
value hasto be set to perform delegation of users credential.

Currently Grms uses following certificate:
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"/ C=PL/ O=GRI DY O=PSNC/ CN=gr ns_devel / ragel. man. poznan. pl "

The GRMS_TIMEOUT property sets the timeout (in minutes) for service response.
The GRMS DELEG_TY PE — determines the type od proxy delegation.

3) Create or modify cog.properties file in ~/.globus directory, change values of properties
according to your configuration

#Java CoG Kit Configuration File

#Wed Jul 17 09: 25: 01 CEST 2002
usercert=/.../usercert.pem

user key=/.../userkey. pem

proxy=/tnp/ x509up_u501
cacert=/etc/grid-security/certificates/

For details please see:
http://wwe uni x. gl obus. org/ cog/di stribution/ 1.1/ FAQ TXT

4.4. Executing GRMS Client

1) run <globus_location>/bin/grid-proxy-init command to create user proxy
2) runthe GRMSclient in $GRMS_LOCATION/bin directory typing:
.Iws_client.sh <operation> <paraneters>

# GRMS USAGE:

.Iws_client.sh submt <jobDescriptionFile>

.Iws_client.sh mgrate <jobld> [<jobDescriptionFile>]

.Iws_client.sh suspend <] obld> [ <] obDescri ptionFil e>]

.Iws_client.sh resune <jobld> [<jobDescriptionFile>]

.Iws_client.sh cancel <jobld>

.Iws_client.sh Iist [QUEUED | PREPROCESSI NG | PENDI NG | RUNNI NG |
STOPPED | POSTPROCESSI NG | FI NI SHED | SUSPENDED | FAI LED | CANCELED]
# ./ws_client.sh project [ QJEUED | PREPROCESSI NG | PENDI NG | RUNNI NG
STOPPED | POSTPROCESSI NG | FI NI SHED | SUSPENDED | FAI LED | CANCELED]
# ./ws_client.sh list_all QUEUED | PREPROCESSI NG | PENDI NG | RUNNI NG
STOPPED | POSTPROCESSI NG | FI NI SHED | SUSPENDED | FAI LED | CANCELED
.Iws_client.sh register <jobld> <service_|ocation> <pid>
.Iws_client.sh unregister <jobid>

.Iws_client.sh access <jobld>

.Iws_client.sh info <jobld>

.Iws_client.sh history <jobld>

.Iws_client.sh resources <resourceDescriptionFile>

./ws_client.sh test <resourceDescriptionFile>

.Iws_client.sh add_notif <jobid> STATUS| REQUEST SQOAP/ GASS <desti nati on>
true|fal se [ <format>]]

.Iws_client.sh del _notif <jobid> <notificationld>

.Iws_client.sh list_notif <jobid>

.Iws_client.sh info_notif <jobid> <notificationld>

./ws_client.sh add_out put <} obld> <nane> <pat h> PHYS| CAL| LOG CAL FI LE
RECTORY

./ws_client.sh get_output <jobld>

./ws_client.sh del output <} obld> <nane> <pat h> PHYS| CAL| LOG CAL FI LE
RECTORY

HHHFHHFR

OHHFOgHHIFHHF T HHHHHHHH

Internal 29/31



=
1=

GridLab

# ./ws_client.

DI RECTORY

# ./ws_client.
# ./ws_client.

DI RECTORY

# ./ws_client.

"GRMSvV.1.9.6 - Apministator Guipe"

sh add_out put <jobl d> <nane> <pat h> PHYS| CAL| LOGd CAL FI LE|

sh get _out put <jobl d>

sh del _out put <jobld> <nane> <pat h> PHYSI| CAL| LOG CAL FI LE|

sh descri pti on SHORT| FULL

Internal
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